Protecting your personal information
Hounslow and Richmond Community Healthcare Trust takes your confidentiality and
privacy rights very seriously. This notice explains how we collect, process, transfer
and store your personal information and forms part of our accountability and
transparency to you under the General Data Protection Regulation (GDPR) 2018 and
any subsquent UK leglisation

1.

What information do we keep about you?

We have a duty to support and care for those most in need. To do this, we must hold
records about you, your personal circumstance and the services/care you are
receiving or may need to receive in the future.
This information will be held securely either on paper or on an electronic record. The
record may include:
• basic details about you, such as address, date of birth, postcode, sex, first
language, next of kin, NHS number, ethnic group; in some cases, this might
also include genetic information; biometrics (where used for ID purposes);
health; sex life; or sexual orientation
• current and past contacts we have had with you
• notes and reports about your health and social care and any treatment, care
or support you need
• details and records about the services or care you receive and who is
providing them
• Results of your tests and diagnosis
• Relevant information from other professionals, relatives or those who care for
you or know you well
• Any contacts you have with us such as home visits or outpatient
appointments
• Information on medicines, side effects and allergies
• Patient experience feedback and treatment outcome information, you have
provided
• Photos or videos you have consented to be taken
Please note that this is not a full list of the types of information we hold or handle.
Most of your records are electronic and are held on a computer system or a secure
IT network. New ways of providing joined up services are being implemented, with
closer working with GPs and other healthcare and social care providers. To assist
this, the use of other electronic patient record systems to share your information will
be implemented. You will be given the opportunity to say no and to opt-out of this
sharing. To do this, please speak to your GP or the team providing your treatment.

2.

Why do we keep this information about you?

The information that we keep is used to ensure that we can:
• contact you
• make informed decisions about your treatment and care
• plan your service and support
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•
•
•
•
•
•
•

refer on to another service if required
investigate any concerns or complaints about your service
review the care we provide to ensure it is effective
work effectively with others who also provide you with care – i.e. your GP,
other health providers, social care, or other providers of care
Monitor people receiving a service and the funding for that service
Carry out research in order to improve services and ensure they meet
people’s needs
produce statistics for central government and local planning (This information
is used anonymously).

3. How do we meet the requirements of GDPR and UK legislation?
We will process your personal information fairly and lawfully by only using it if we
have a lawful reason and when we do, we make sure you know how we intend to use
it and tell you about your rights;
We do not rely on consent to use your information for a health care purpose as
a ‘legal basis for processing’. We rely on specific provisions under Article 6 and 9 of
the General Data Protection Regulation, such as ‘…a task carried out in the public
interest or in the exercise of official authority vested in the controller or the provision
of health treatment.’
This means we can use your personal information to provide you with your health
care without seeking your consent. However, you do have the right to say ‘NO’ to
our use of your information but this could have an impact on our ability to provide you
with care.

4.

Common Law Duty of confidence

Although we will not rely on your consent to share information for your healthcare
purpose, we will follow good practice laid down by common law duty of confidence
with regards to informing you of what we do with your information, this is called
implied consent.
Any use of personal information for non-direct care purposes without a lawful basis or
consent will be considered as a breach of GDPR and subsequent data protection
legislation and/or common law duty of confidence

5.

How do we handle your personal information?

Your information will be safe and treated with the utmost respect. If we ask you for
personal information we promise to:
• make sure you know why we need it
• ask only for what we need and not collect too much or irrelevant
information in order for us to carry out the various tasks within the delivery
of your care
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•
•
•
•
•
•
•

have secure processes in place to keep your personal information safe
when it is being used, shared, and when it is being stored to protect it and
make sure it is only available to authorised members of staff
only collecting and using your information to provide you with your care
and treatment and will not use it for anything else
if the data is to be used for another purpose (not health care) we will get
your consent to share it with other organisations and give you the chance
to refuse permission
not make your personal information available for commercial use
consider your request if you ask us to stop holding and processing data
about you
notify you if your data is disclosed inappropriately
only hold your information for as long as is necessary for your care. This
time period is set out and agreed following national guidance. Please ask
us for more information

In return we ask you to:
• give us accurate information
• tell us as soon as possible if there are any changes to your personal
circumstances such as your address
This helps us to keep your information reliable and up to date
It is good practice for those providing your care to:
• discuss and agree with you what they intend to record about you
• give you a copy of letters and other documents they write about you
• show you what they have recorded about you
• ask for your permission to share information with others and
• let you know what they have told others about you and who those others are

6.

Who can see the information held about you?

The only individuals who have access to your records regularly, are those involved in
providing your service. The NHS and other agencies, including social services and
private healthcare organisations work together so we may need to share information
about you, with other professionals and services involved in your care. Everyone
involved in your service has a legal duty to keep information about you confidential
and secure.
When other agencies are involved in providing a service, they will have access to
your records. However, in these circumstances only the relevant amount of
information is shared.
We share your data with other professionals in order to provide the most appropriate
treatment and support for you, and your carers, or when the welfare of other people
is involved.
Examples of who we share personal information with:
• ambulance services
• external care providers
• social care
• GPs
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•
•
•
•

hospitals and other health partners
housing organisations
police
voluntary organisations

The information from your patient record will only be used for purposes that benefit
your care - we would never share it for marketing or insurance purposes.
Under the common law duty of confidence, you have the right to refuse/withdraw
your consent to information sharing at any time. Please discuss this with your
relevant care professional as this could have implications in how you receive further
care, including delays in you receiving care.
However, a person’s right to confidentiality is not absolute and there may be other
circumstances when we must share information from your patient record with other
agencies. In these rare circumstances we are not required to have your consent.
Examples of this are:
• If there is a concern that you are putting yourself at risk of serious harm
• If there is concern that you are putting another person at risk of serious harm
• If there is concern that you are putting a child at risk of harm
• If we have been instructed to do so by a Court
• If the information is essential for the investigation of a serious crime
• If you are subject to the Mental Health Act (1983), there are circumstances in
which your ‘nearest relative’ must receive information even if you object
• If your information falls within a category that needs to be notified for public
health or other legal reasons, such as certain infectious diseases
Your information will not be disclosed to third parties such as partners, relatives,
friends or carers without your consent unless the:
•
•

disclosure is required by law
health or safety of others is at risk

NHS Digital, on behalf of NHS England assess the effectiveness of the care
provided by publicly-funded services - we have to share information from your patient
record such as referrals, assessments, diagnoses, activities (e.g. taking a blood
pressure test) and in some cases, your answers to questionnaires on a regular basis
to meet our NHS contract obligations.
You have the right to object to us sharing your information to NHS Digital – this will
not affect your care in any way. For information about how you can Opt-Out of
sharing your data with NHS Digital please refer to the website below:
https://digital.nhs.uk/services/national-data-opt-out-programme

7.

How your information is managed?

We manage, maintain and protect all information according to legislation, our policies
and best practices. We have security measures in place to maintain and safeguard
the confidentiality, reliability and availability of our systems and data. All information
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is stored, processed and communicated in a secure manner and made available only
to authorised members of staff on a need to know basis. Only the minimum amount
of information required will be shared.
The trust is registered with the information commissioner’s office, registration
number; Z2593470
All the IT systems used by the trust are implemented with robust information security
safeguards to protect your personal information. The trust is accredited to Cyber
essentials standard and meets the requirements of the mandatory data security and
protection toolkit

8. How long do we keep your information?
The Records Management Code of Practice for Health and Social Care 2016
sets out what people working with or in NHS organisations in England need to do to
manage records correctly. It is based on current legal requirements and professional
best practice and was published on 20 July 2016 by the Information Governance
Alliance (IGA).
Appendix 3 of the Code contains the detailed retention schedules. It sets out how
long records should be retained, either due to their ongoing administrative value or
as a result of statutory requirement.

9.

What are your rights?

We make every effort to handle all information in a way that respects your rights and
meet the requirements of the General Data Protection Regulations and subsequent
UK legislation.
The right to be informed: you have the right to know why and how your personal
data is being processed. All the information you need to know can be found on the
Trust website
The right of access: Under current data protection law, you have the right to ask us
for a copy of all the information we hold about you. This is called a subject access
request. Please see below for more information. Once we have all the relevant
information we will provide your records within one month. A copy of the requested
information will be provided individual free of charge unless the request is what the
law calls ‘manifestly unfounded or excessive’, in particular if it is repetitive. In some
cases, information may be withheld but we will discuss this with you.
The right to rectification: You have the right to have your information corrected if
you believe it is factually inaccurate – this is known as the right to rectification.
The right to erasure: The right to erasure is also known as ‘the right to be forgotten’.
In certain circumstances, it allows you to instruct organisations to delete or remove
personal data. When we receive a request for the deletion or removal of personal
data, we will consider the grounds for the request and decide whether to comply or
whether we can legally refuse in order for us to provide our healthcare service
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The right to restriction of processing: In certain circumstances, you have a right
to stop us processing your personal data. Where this right applies (e.g. if the
individual contests the accuracy of the data or the processing is unlawful), we are still
allowed to store the personal data but must not use it for any other purposes unless
certain conditions apply. In most cases the restriction will not be in place forever, but
for a limited time; for example, while you consider the accuracy of the data or review
whether you have legitimate grounds to override the objection.
The right to data portability: This is a new right that lets you get hold of and re-use
their personal data for your own benefit across different services. It applies: to
personal data you have given us, and when we are processing that data on the basis
of consent or for the performance of a contract and when the data is being processed
by automated means.
The right to object: you have the right to object to the processing of your personal
data for several reasons.
Please contact the Information governance team at
hrch.informationgovernance@nhs.net for more details or to make a request.

10.

Is my information used for planning?

To help us monitor our performance, evaluate and develop the services we provide, it
is necessary to review and share minimal information, for example with the NHS
Clinical Commissioning Groups. The information we share would be anonymous, so
you cannot be identified and all access to and use of this information is strictly
controlled.
In order to ensure that we have accurate and up-to-date patient records, we carry out
a programme of clinical audits. Access to your patient records for this purpose is
monitored and only anonymous information is used in any reports that are shared
internally with in our Trust.

11.

Is my information used for research?

The trust actively promotes research with a view to improving future care.
Researchers can improve how physical and mental health can be treated and
prevented. If we use your patient information for research, we remove your name and
all other personal data which would identify you. If we need the information in a form
that would personally identify you, we would ask for your permission first.
If you do not want the information from your patient record used to support research,
please contact us.

12.

How do I apply to see my health records?

You have a right to see the information we hold about you, both on paper or
electronic, except for information that:
•
•

Has been provided about you by someone else if they haven’t given permission
for you to see it
Relates to criminal offences
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•
•

Is being used to detect or prevent crime
Could cause physical or mental harm to you or someone else

Your request must be made in writing and we will request proof of identity before we
can disclose personal information. You can find out more about accessing your
information by referring to our website below:
Please complete the form on the website and return it to the address provided.
If you have any questions, please contact the Information Governance team:
hrch.informationgovernance@nhs.net
Please note: You will have to provide adequate proof of identification

13.

Access to deceased person’s records

If you wish to access information about a deceased person who has been under the
care of the Trust, please use the subject access process as above. Your application
will be processed under the Access to health records 1990. GDPR and any
subsequent data protection legislation only applies to living individuals.
To help us find and retrieve information for you, please state exactly what information
you require, and provide the following details of the deceased:
Name, date of birth, date of death and last known address of deceased
This information is necessary to help us confirm if we hold records relating to the
deceased and locate them for you.
Before we are able to release records about a deceased person, we will need:
•

confirmation that the individual is in fact deceased, such as grant of probate
or death certificate

•

proof of entitlement – one of the following:
- grant of probate and certified copy of the last will & testament or
- letters of administration – if the deceased died intestate

We need to identify that you are the personal representative of the deceased person
or that you have a claim arising out of the patient’s death, to ensure that you are
entitled to information about them. Please note that the rights of access to
information passes to the personal representative on death.
Please also supply us with one form of identification for yourself, showing your name
and current address. Acceptable examples of identification are drivers licence or
passport.
If your request is through a solicitor who is acting for you, then we require a signed
authority from them.
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14.

Can I change the information on my records?

You should let us know if you disagree with something written on your file. You may
not always be able to change or remove the information. However, we will correct
factual inaccuracies and may include your comments in the records.

15.

How to contact us?

Information Governance team: Hounslow and Richmond Community Healthcare:
Telephone: 020 8973 3110. Email: hrch.informationgovernance@nhs.net
Address: Heart of Hounslow Centre for Health
92 Bath Road, Hounslow, TW3 3EL

16.

Complaints and Patient Advice service

Free phone: 0800 953 0363 Email: pals.hrch@nhs.net
Post: If you have any queries about local health services, or you would like to make a
complaint, you can write to us at:
Patient Experience Team
Hounslow and Richmond Community Healthcare NHS Trust
Thames House
Teddington
TW11 8HU
Information Commissioners Office:
To get further advice or report a concern directly to the UK’s independent authority
you can do this by making contacting with:
Information Commissioner's Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF
Telephone: 0303 123 1113
Email: https://ico.org.uk/concerns/handling/
If you need this publication in an alternative format, such as a different
language, audio tape, Braille or large print, please call us on 020 8891 7971
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